











address privacy. The proposed regulations override these substantial protections, and the
overrides must be removed from the final regulations. The government must not make it
easier for abusers to find their victims.

State Address Confidentiality Programs are an important tool for protecting the
safety of domestic violence and sexual assault victims. Currently 20 states have address
confidentiality lzurograms.]65 Generally, under such programs, domestic violence or sexual
assault victims register with the secretary of State or their attorney general. The victim is
provided an address with that State office, which forwards the mail received there to the
enrollee’s residential address. This State office address is used in official correspondence
with the State, though businesses are not usually required to use it.

The REAL ID Act requires that driver’s licenses include a person’s “address of

1% This requirement effectively destroys state address

principal residence.
confidentiality programs. The recent Violence Against Women and Department of Justice
Reauthorization Act (“VAWA?) included a requirement for DHS to “consider and
address” the needs of certain groups when the agency is “developing regulations or
guidance with regard to identification documents, including driver's licenses,”'®” These
groups include domestic violence and sexual assault victims who are entitled to be

enrolled in State address confidentiality programs; whose addresses are entitled to be

suppressed via court order or State or Federal law; or whose information is protected

195 See, Nat’l Conference of State Legislatures, States With Address Confidentiality Programs for Domestic
Violence Survivors, hitp://www.ncsl.org/programs/cyf/dvsurvive.htm (listing 19 states, not including
Maryland but including Illinois which is unfunded); See also, Maryland Safe At Home Address
Confidentiality Program, http://www.sos.state.md.us/ACP/Information.htm.

1% pub. L. No. 109-13, § 202(b)(6), 119 Stat. 231, 312 (2005).

'“7 Pub. L. No. 109-162, § 827, 119 Stat. 2960, 3066 (2005).
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from disclosure according to Section 384 of the Illegal Immigration Reform and
Immigrant Responsibility Act 1996.'%

In the draft regulations, DHS has not followed the VAWA requirement; instead,
the agency has significantly reduced the protections afforded by these programs. The
proposed regulations require that addresses of principal residence be placed on the face of
the REAL ID card and include some exemptions from this requirement, such as one for
those enrolled in Federal Witness Security Programs.'® The regulations also exempt
those who are enrolled in State address confidentiality programs.'-"0 This is not the same
as creating an exemption for those who are “entitled to be enrolled in the programs, as
stated under the Violence Against Women Act.” In its discussion of the proposed rule,
DHS does propose to include an exemption for those who are “entitled to be enrolled” in
state address confidentiality programs.m DHS must include this exemption in the final
regulations. It cannot be that, as currently stated under the draft regulations, only those
actually enrolled in State Address Confidentiality Programs would be exempted from the
requirement to display their residential addresses on the face of the REAL ID card. Many
domestic violence and sexual assault victims who are entitled to enroll in State Address
Confidentiality Programs are not actually enrolled, for a variety of personal, safety and
logistical reasons. They should not be punished for not actually enrolling in the program.

In order to adequately “consider and address” the needs of those who are “entitled

to be enrolled” in a State confidentiality program, DHS must permit States to allow those

who are entitled to be, but are not in address confidentiality programs to be exempted

' Violence Against Women and Department of Justice Reauthorization Act of 2005, Pub. L. No. 109-162,
§ 827, 119 Stat. 2960, 3066 (2005).

' REAL ID Draft Regulations at 10854, supra note 1.

"0 1d. at 10854.

"' Id. at 10836.
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from the address of principal residence requirement. DHS should allow individuals to
affirm that they fear victimization and would benefit from address confidentiality. It
would be problematic to burden State motor vehicle agencies with the determination of
who is entitled to be enrolled in an address confidentiality program. States could rely on
the affirmation, rather than making a determination of the merits of an individual’s need
for confidentiality. This would close the gap between those domestic violence and sexual
assault victims who are “entitled to be enrolled” and those who are actually enrolled in
State Address Confidentiality Programs.

Also, though the proposed rule exempts from the residential address requirement
those whose addresses are “entitled to be suppressed under State or Federal law or
suppressed by a court order,” this statement should be clarified to include States that
generally allow individuals to display on licenses and ID cards an address other than their
principal place of residence.'” Several States generally allow non-residential addresses to
be on driver’s licenses. Currently, at least seven States permit an address other than a
residential address to be listed on licenses or ID cards (California,”3 Florida,'™

177
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Montana,'”> New Mexico,'’® Oklahoma, Wyoming,'" and Virginia' ”). For example,

under Virginia’s law, an applicant may choose to list a post office box, business or

180

residential address.”” The applicant is still required to provide their residential address

' REAL ID Draft Regulations at 10854, supra note 1.
'3 Cal. Veh. Code § 12811(a)(1)(A).

"™ Fla. Stat. Ann. § 322.14(1)(a).

'3 Mont. Code. Ann. § 61-5-111.

"7 N.M. Stat. Ann. § 66-5-15 (1978).

"7 Okla. Stat. Ann. tit. 47, § 6-111(A)(1).

' Wyo. Stat. Ann. § 31-7-115(a)(iii).

1" Va. Code Ann. § 46.2-342(A1).

180 Id.
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for motor vehicle department records, but this residential address is not displayed on the
license or ID card.'®’

Domestic violence survivors, other crime victims, or those generally interested in
protecting their privacy avail themselves of these State laws to keep their addresses
confidential. These laws are the only way that survivors can protect themselves in States
that do not have formal address confidentiality programs — four of those listed do not
(Montana, New Mexico, Virginia and Wyoming). These general address privacy laws are
also the only way that those who fear victimization, but who do not formally qualify for
State Address Confidentiality programs, can protect themselves.

Without this exemption allowing States to permit any individual to protect her
privacy by listing a non-residential address, the victims of domestic violence and sexual
abuse will also face the embarrassment of disclosing that they are victims anytime that
their identification is shown. There are few exceptions from the residential address

requirement, and anyone holding a REAL ID card without the residential address listed

would immediately be placed into one of these few categories.

B. National Database Threatens Security of Victims of Abuse Crimes
The draft regulations require that States provide electronic access to their motor
vehicle database information to all other States.'® Survivors who flee their abusers,
crossing into different states, will be exposed if their abuser breaches the security of any
one of these interconnected databases. An abuser with an associate inside a State DMV,
law enforcement, or other agency with access to the State records would be able to track

a victim as the victim moves across the country.

g,
"2 REAL ID Draft Regulations at 10,856, supra note 1.
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The danger of negligent and accidental disclosures is increased by REAL ID, as
substantially more government employees will have access to all motor vehicle records
nationwide. One example of accidental disclosure occurred in Wisconsin earlier this year
-- a police officer disclosed a victim’s address, found in a DMV record to a stalker; the
officer did not know that the victim had a restraining order against this.'® This sort of
inadvertence would happen much more frequently in a post-REAL ID world, as access to
personal information is spread throughout the national identification system. Intentional
breaches by outsiders or authorized insiders abusing their power would also have a wider
scope. Past abuses exemplify what can be expected in a nationwide scale. For example, in
Arizona, a police officer admitted to accessing motor vehicle records to find personal
information on women he was romantically interested in, as well as co-workers.'** If
REAL ID is implemented, abusers and insiders would have access to records throughout

the country and would be able to track their victims no matter where they flee.

C. Proposed Background Check Procedures Do Not Fully Protect Victims of
Abuse Crimes

DHS proposes that certain government employees be subject to criminal history
background checks, with certain offenses disqualifying employees from specific jobs
related to the REAL ID national identification :t,yzt,tem.'RS Covered employees would be
limited to those who could affect the recording of information, the manufacture of REAL
ID cards, or the information displayed on a card."® Employees who can access the record

information without the ability to edit it are not subject to the background check

183 Kevin Murphy, Officer’s Actions will Cost 25,000, GAZETTEXTRA, Feb. 15, 2007, available at
http://www.gazetteextra.com/mezera021507.asp.

'** Michael Kiefer, Officer Admits to Tampering; Databases Used to Check on Women, ARIZONA
REPUBLIC, April 6, 2006, at B3.

"3 REAL ID Draft Regulations at 10,855, supra note 1.

"0 1d. at 10,856.
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requirement. This massive loophole greatly increases the security and privacy risks of
domestic violence and sexual abuse victims, as significant damage can be done by
unauthorized data disclosure. In order to safeguard against these threats, the broad
category of those who have access to records should be shrunk, rather than increasing the
category of those who are covered by the background check requirement.

The suitability criteria of the background check do not match the threat of stalkers
and abusers. DHS proposes to use the permanent and interim disqualifying criteria in the
Transportation Security Administration’s background checks for maritime and land
transportation security at 49 C.F.R. 1572.103."" The offenses include espionage,
sedition, treason, making bomb threats, and crimes involving transportation security

incidents.'*®

Some of the offenses, such as fraud and misrepresentation -- including
identity fraud -- are relevant to the risks of improper disclosure and access to the
records.'®’ However, crimes such as stalking, surveillance, harassment and domestic
abuse are not in this list. These crimes must be added to the list of disqualifying offenses,
so that the REAL ID system does not create a loophole permitting abusers access to a

national database that would allow them to track their victims no matter where the

victims moved.

D. REAL ID Increases the Power Abusers Have Over Their Victims
REAL ID’s stringent document requirements will place more power in the hands
of abusers. Fleeing domestic violence or sexual abuse can be a sudden and dramatic step.

Victims™ advocates often counsel their clients to prepare “safety plans,” which include

87 1d. at 10,856.
18 49 C.F.R. 1572.103(a).
9 Id. at 1572.103(b)(2)(iii).
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gathering key documents such as passports, visas, and birth certificates.'” The proposed
regulations limit the types of documents that can be used to prove identity, which create

problems for many groups, including abuse victims.'”'

The draft regulations permit
exceptions for those who do not have the required documents “for reasons beyond their
control.”"** The exception requires that the records “visibly indicate™ that alternative
documentation was accepted and that a “full explanation™ of the reason be included in the

193
record.

Thus victims will face the embarrassment of having intimate details of the
abuse they have suffered included in a national database accessible to thousands of
government employees across the nation. The “for reasons beyond their control”
exception must specifically include abuse victims, so that they may not be punished for
leaving their abusers. The visible indication and “full explanation” included in the
records should be limited to the statement that alternative documents were accepted “for
reasons of personal safety,” so that victims need not expose the history of their abuse to
anyone who could view their DMV records.

Another problem is that this “for reasons beyond their control” exception does not
apply to those who must demonstrate lawful immigration status.'”* Under the draft
regulations, the demonstration of lawful status would require documents that an abuser

would likely have control over. Abusers of immigrants who are able to control their

victims immigration documents will be able to control the victim’s ability to obtain a

0 E.g., Oakland County Coordinating Council Against Domestic Violence, Domestic Violence Handbook
— Personalized Safety Plan, at http://www.domesticviolence.org/plan.html (last visited Mar. 30, 2007)
(“Ttems to take, if possible. . . Birth Certificates . . . Social security cards . . . Passports, green cards, work
permits”).

"I REAL ID Draft Regulations at 10,852, supra note 1; see Data Verification discussion, supra Section VI
(general problems with the standards).

"2 REAL ID Draft Regulations at 10,852, supra note 1.

193 Id.

194 Id.
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REAL ID card or license. The “for reasons beyond their control” exception must be
extended to those victims who must prove lawful immigration status, so that the abusers
cannot use these documents to trap their victims into staying in abusive situations. The
exception permitting those who do not have access to documents to use alternative
documentation should be extended to the proof of lawful immigration status. Here, also,
the visible indication and “full explanation” included in the victims’ DMV records should
be limited to the statement that alternative documents were accepted “for reasons of
personal safety,” so that victims need not expose the history of their abuse to anyone and
everyone who could view their DMV records.

XII. METASYSTEM OF IDENTIFICATION IS BETTER CHOICE

Once personal data has fallen into the hands of an identity thief, the potential for
its misuse is proportionate to the extent that the information can be used for illegitimate
authentication. We have already explained why a universal identifier will not improve
security. Rather than promoting the use of universal identifiers, EPIC advocates the
distribution of identity or an identity metasystem in which authentication is confined to
specific contexts in order to limit the scope for potential misuse. The danger of a single
identifier is that the harm will be magnified when it is compromised.

A system of distributed identification reduces the risks associated with security
breaches and the misuse of personal information. For example, a banking PIN number, in
conjunction with a bank card, provides a better authentication system because it is not
coupled with a single, immutable consumer identity. If a bank card and PIN combination
is compromised, a new bank card and PIN number can be issued and the old combination

cancelled, limiting the damage done by the compromised data. Drawbacks of such
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